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TECHNOLOGIES BEHIND UPI

The demonetization of old 500 and 1000 rupee notes made us realize that
sending and receiving money digitally is the new trend we need to adopt. With
this, UPI (Unified Payments Interface), the future of digital payments in India,
has come under tremendous focus. The National Payments Corporation of
India built UPI with the vision towards a 'cashless' and digital society. It is one of
the greatest and most successful initiatives headed by the India Stack team
towards a Digital India. As we already know, it is a platform that democratizes
access to one's money in the banking system. The three tremendous design
patterns that UPI has chosen sets it apart as a truly innovative and future
provisioned platform.
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BLOCKCHAIN TECHNOLOGIES

Most traditional payment gateways do the authentication of the
transacting individual and authoritarian the transaction in the context of
the same transaction. For example, a credit card payment involves
authentication using the CVV number and the address while the
transaction authorization is via the OTP or Password. By facilitating exactly
what blockchain was supposed to do—cutting out intermediaries and
inducing greater competition—UPI could force a global acceleration of
innovation in payment technology. UPI has now separated the verification
of identity from the authorization of the transaction itself. It is achieved by
forcing a mobile number verification and device fingerprint binding which
gets registered on the UPI platform. This registration can be used as the
authenticated identity of the verified individual. The registration itself is
time-bound and is refreshed regularly. However, as long as it is valid,
transactions can be initiated with in-built identification and only require
authorization through a PIN/password. This simplifies the transaction
execution while continuing to meet the 2FA requirements. 
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The UPI platform operates on a broker model where the platform facilitates
the transmission of information between entities of the transaction. This
role-based brokering allows a flexible four-party transaction model that
makes the entire banking system highly interoperable. The UPI broker
differentiates the entity sourcing the transaction from the entity remitting
the funds. Similarly, it differentiates the entity that accepts the transaction
from the entity that receives the funds. The broker component of UPI
forwards requests, send responses and relays exceptions to ensure the
sync between the parties. And the protocol is designed to be completely
asynchronous and non-blocking so the scalability shouldnt be
compromised.
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THIRD PARTY TRANSACTION
FACILITATION
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The separation of authentication and Authorization made it a multi-modal
as far as identity is concerned. UPI supports various forms of authentication
not only knowledge-based but also biometric identification. It allows the
Aadhar-based authentication of the individual using fingerprint/iris scans
which are totally driven by a third-party provider trusted by the software
and by the bank that will authorize the transaction. This allows for the
evolution of the identification process towards a more convenient and
secure form. Moreover, the choice of how to identify yourself to your bank
has now become more personal and uniform. The individual does not need
to have a challenge question on one bank and a user Id/login on the other
bank etc. With fingerprint scanners becoming a traditional smartphone
feature, UPI would be a only matter of touch.

FEDERATION OF IDENTITY MANAGEMENT
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UPI FRAMEWORK
UPI is a system for both merchant payments and fund transfers. Payer PSP,
Payee PSP, Remitter Bank, Beneficiary Bank, NPCI, Bank Account Holders (Payer
and Payee/Merchants), and Third Party Application Providers (TPAPs) are
among the various participants in UPI. The system integrates these participants
to facilitate the settlement of payment transactions.

UPI as a fund transfer system enables the real-time movement of funds. UPI as
a merchant payment system also facilitates real-time settlement, as against
the T+n settlement cycle for card settlements. However, the settlement among
participant banks in UPI is on a deferred net basis. Facilitating this settlement
requires the PSO and banks to put in place adequate systems and processes to
address the settlement risk. The efficient working of these systems requires a
significant cost but UPI being an innovative initiative, on January 1, 2020, the
government enforced a framework with zero fees for UPI transactions to include
more people in an organised financial arrangement. As a result, neither users
nor merchants incur any fees while using UPI.
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